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1. Preamble

2. Scope

This Polif:Y appli.es _to all departments, administrative offices, and personnel
involved in handling institutional records, including but not limited to:

+ Student records (admissions, academic, disciplinary, health)
o Faculty and staff records (personnel files)

¢ Financial and accounting documents

« Administrative records and policy files

« Research and archival material

3. Legal and compliance framework
The digitization process shall comply with the following Indian laws and guidelines:

. Digital Personal Data Protection (DPDP) Act, 2023: This is the primary
law governing the processing 0]
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4. Roles and responsibilities .
Data Protection Officer (DPO): .TO be appg'nr':ejf tisi;s Di:’iCDPDp Act
. uidelines. The DPO will oversee the implementatio policy, condyy
. S.
SOmpliance audits, and manage data breach response
nsuring that digitization and dats

. nsible for e
Department heads: Respo ly within their departments,

handling procedures are followed correct
Responsible for the day‘to-day

i i onnel:
. Designated scanning Ppers .
scanning process and ensuring scanned documents meet quality standards.

IT department: Responsible for providing and maintaining secure digit|
storage, access control, and data encryption.

5. Digitization procedure

5.1. Pre-scanning preparation
Segregation: Staff must sort documents based on type, sensitivity, and

retention schedule.
Indexing: Before scanning, a metadata sheet or index should be prepared
for each file or folder to ensure easy retrieval.

Physical preparation: Documents should be de-stapled, flattened, and
repaired if necessary.
5.2. Scanning and quality control

. R_esolution: Text documents must be scanned at a minimum of 300 dpi.
Higher resolutions (600 dpi or more) will be used for photographs, maps,
or documents with illegible text.

e« Format: Documents ;hall be saved in non-editable formats like PDF or TIFF.
PDF ﬁlgs must be indexed and text-searchable via Optical Character
Recognition (OCR).

. gcléillty cl;eck: A designated staff member will verify the legibility and
racy of all scanned images. Any issues wil require re-scanning.

5.3. Indexing and metadata

« Mandatory metadata: All ]
: SCanned re ith
mandatory metadata, such as: cords must be tagged W
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o FileID

o Document Type

o Creation Date

o Student/Employee ID
o Retention period

;. 4, Secure storage and access

approved private cloud.

5. Physical document destruction

verification: Physical documents will be destroyed only after the digital
y has been verified and stored according to the specified retention

cop
schedule.
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pata protection and privacy
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» Data Minimization:
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Data Principa
erase their personal
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Data Breach: Any data breach.
Board of India and affected indivi

raining
aff involved in the

DPDP Act compliance
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Consent: For minors (under 18),
ed before processing

Only the minimum personal data necessary for a
e collected and retained.
the right to access, rectify, and
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institutional policies and legal

data, subject to
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pocument Manage
<tored in a secure gcemten_t System (DMS): All digitized records shall be
» centralized DMS hosted on the institution's servers or an

Access Control: Access to digi
gital documents will be strictl -based and
governed by access control lists. ey rolg-beses

Encryption: All data, both in storage and in transit, must be encrypted.

All physical records containing sensitive information
d, such as shredding or burning.

verifiable consent from parents or legal
their personal data.

e reported to the Data Protection
duals within 72 hours.
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. Secure handling of personal data

« Usage of the DMS and scanning equipment

« Quality control procedures

8. Audits and reviews

The institution will conduct periodic audits of the digitization process and datg
storage to ensure compliance with this policy and the DPDP Act. This policy wil| pe
reviewed annually and updated as needed.
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